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AAA Radius / Diameter is positioned to provide connections in the highly competitive
remote access environment. Service providers and corporate enterprises need cost-
effective tools that smooth the integration of the powerful new services that are
constantly emerging. These tools must increase overall network efficiency and
profitability through effective management and tracking of network access and usage.

AAA software provides authentication, authorization & accounting management. Radius
has a significant new generation of AAA server complemented by Diameter that merges
all of these needs. It enables GSM operators to allow GSM mobile users to utilize their
broadband network at home to initiate, accept and roam between their home and GSM
networks seamlessly. The result is merged technologies with no dropped calls.

Next generation AAA Radius and Diameter promise to coexist for a long time. AAA
Radius is a well defined management software designed for authentication,
authorization & accounting in a extensible format. Many vendors are able to create next
generation AAA Radius products without moving to Diameter. Diameter has some
advantages that are being adopted by other market segments.

Diameter is a new framework in the Internet engineering task force (IETF) for the next-
generation AAA server. Requirements for DIAMETER are being defined by the Mobile
IP ROAMOPS (Roaming Operations) TR45.6 working group, as well as by other new-
world technologies where there is a need to provide authentication or authorization to

network resources or to capture accounting for billing of network resource usage such
as a voice call.

Radius is an authentication integration middleware that interconnects business rules to
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the network servers in the context of providing carrier and enterprise security.
Markets will grow in tandem as mobile users create more diversity in networks.

AAA Radius systems are used to gain real-time control over active subscriber sessions.
Radius session control server provides granular, flexible interface to the business
aspects of the network. Middleware is used to impose business rules on the network.
Application authorization server benefits relate to the speed of time to market delivery of
new applications.

Systems are used to control and manage user access to services at a more granular
level. AAA Radius is an authentication integration middleware that provides for network
flexibility and customization. Radius is expected to become the primary policy server for
NAC/NAP networks, and coordinate policy between the Virus, spyware, and patch level
systems because of the ability to serve as middleware between the network servers and
the business application servers that implement rules.

User authentication is based on the authentication scheme that is already in place on
the enterprise network; security policy enforcement allows the administrator to block
unauthorized access, establish secure wireless connections, only permit access during
certain times of the day or from a certain location, permit access only to certain areas of
the network. Hence the positioning of Radius systems is as middleware that provides
flexible systems.

Enterprise markets are set to grow as remote users become more diverse and access
the enterprise network from a wider variety of access points supported by a wider

diversity of client device types.

AAA Radius solution market forecasts indicate that markets at $866.4 million in 2008
are anticipated to reach $1.7 billion by 2015.
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AAA RADIUS AND DIAMETER EXECUTIVE SUMMARY

AAA Radius and Diameter Market Driving Forces
AAA Radius Solution Market Growth Factors
Diameter Protocol
Diameter Increased Footprint As Components of 3GPP IP
Diameter Framework
AAA Radius Market Shares
AAA Radius and Diameter Market Forecasts

1. AAA RADIUS AND DIAMETER SERVER MARKET DESCRIPTION AND MARKET
DYNAMICS

1.1 Diameter Protocol
1.1.1 Diameter in IMS
1.1.2 Diameter Framework
1.1.3 Authentication and Authorization AAA in Diameter
1.1.4 AAA Accounting
1.1.5 Diameter Model Is A Base Protocol
1.1.6 Diameter Relay Agent
1.2 Open Access Mobile Networks
1.3 Authentication And Authorization Combined In Radius
1.4 Radius Server and AAA & Radius Billing Software Integrations
1.4.1 Authentication/Integrity
1.4.2 Hotspot Traffic Vulnerabilities
1.4.3 Wi-Fi Protected Access (WPA)
1.4.4 802.1x
1.4.5 Port-Based Access Control
1.4.6 Mutual Authentication
1.4.7 Secure Portal For Information Crossing Organizational Boundaries
1.5 Airport
1.6 Advances In Networking
1.6.1 Service Provider Network Usage And Transactions Continue To Expand
1.6.2 Moving Processes Online And Extending The Enterprise Boundary
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1.6.3 Identity Verification And Management
1.7 VoIP over WLAN
1.7.1 Lightweight Directory Access Protocol
1.8 Remote VPN Access
1.8.1 Hosted RADIUS For Remote VPN Access
1.8.2 Hosted RADIUS For Remote VPN Access Benefits
1.8.3 Communication Between A Network Access Server (NAS) And A Radius Server
1.9 Prepaid Calling Cards
1.10 Authentication and Authorization Using Datametrics Service
1.10.1 Accounting
1.11 Impact Of Mobility On Enterprise Networks
1.11.1 Wireless Data Security
1.12 Implementation Of Broadband Wireless Access
1.12.1 Standardization with Spectrum Diversification
1.13 Fixed Wireless Applications
1.13.1 Wireless Computing
1.13.2 Wireless Lifestyle
1.13.3 WLAN Service Providers
1.13.4 Public WLAN Applications
1.13.5 Mobile Hot Spot Deployment
1.14 Market Driving Forces for Wireless Services
1.15 Wireless Communications Market Trends
1.15.1 Convergence Means That Voice Becomes Data In The Wireless Network
1.16 Worldwide Wireless Communications Market Driving Forces
1.16.1 Wireless Handset Go To Market Strategies
1.16.2 Impact Of Voice Packet Architecture
1.17 Broadband Fixed Wireless Access Advantages
1.18 Wireless ISPs and Major Carriers
1.18.1 Band Distinctions
1.19 Satellite Downlink
1.20 Hot-Spot Access Points
1.21 Wireless Enhances Productivity
1.21.1 A Mobile Notebook PC
1.21.2 Wireless LAN Home Network
1.22 Wireless Mobility For Small Business
1.23 Wireless Networking
1.23.1 Increased Productivity with Wireless Mobility
1.23.2 Lower Total Cost of Ownership
1.23.3 Reduced Administration Costs
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1.23.4 Reduces End-User Downtime

1.23.5 Stable, Cost-Efficient Platform

1.23.6 Wireless Networking Business Benefits
1.24 Carrier-Grade Wi-Fi Services

2. AAA RADIUS AND DIAMETER MARKET SHARES AND MARKET FORECASTS

2.1 AAA Radius and Diameter Market Driving Forces
2.1.1 AAA Radius Solution Market Growth Factors
2.1.2 Diameter Protocol
2.1.3 Diameter Increased Footprint As Components of 3GPP IP
2.1.4 Diameter Framework
2.1.5 Authentication and Authorization AAA in Diameter
2.1.6 Diameter AAA Accounting
2.2 AAA Radius Market Shares
2.2.1 Bridgewater AAA Service Controller
2.2.2 Interlink Networks
2.2.3 Cisco
2.2.4 Cisco Secure ACS
2.2.5 IEA Software
2.2.6 AAA Radius Performance Testing
2.2.7 Alcatel-Lucent VitalSuite
2.2.8 Worldwide Internet Service Provider (ISP) AAA Radius
2.3 Enterprise and Diameter Market Shares
2.4 AAA Radius and Diameter Market Forecasts
2.4.1 Carrier Authentication, Authorization, and Accounting AAA Radius Market
Forecasts
2.4.2 Internet Service Provider (ISP) AAA Radius Forecasts
2.4.3 Enterprise and Diameter Market Forecasts
2.5 AAA Radius Enterprise Solution Servers
2.6 AAA Radius Pricing
2.6.1 IEA Software AAA Radius Pricing
2.6.2 AAA Radius Solution Carrier, Service Provider, ISP, and Wireless Service
Provider Market Forecast Analysis
2.7 Hotspots
2.7.1 Access Control
2.7.2 Privacy
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2.8 Fixed Wireless / WiFi / WIMAX Technical Challenges
2.9 Fixed Wireless, WiMax, and WiFi Challenge and Opportunity
2.9.1 WIMAX Opportunity
2.9.2 Wireless LAN Market Driving Forces
2.9.3 Business Model For Mobile Operators
2.9.4 Wi-Fi Adoption
2.9.5 Networking Campus, Airports, and Hotels
2.9.6 Home Networking Campus:
2.10 AAA Radius Regional Analysis
2.10.1 Bridgewater Systems Regional Analysis

3. AUTHENTICATION, AUTHORIZATION, AND ACCOUNTING AAA(RADIUS) AND
DIAMETER PRODUCT DESCRIPTION

3.1 Bridgewater Systems AAA Radius
3.1.1 Bridgewater AAA Service Controller
3.1.2 Bridgewater Systems Network Access Control
3.1.3 Bridgewater Prepaid Integrator
3.1.4 Bridgewater Revenue Collector and Formatter
3.1.5 Bridgewater AAA Service Controller
3.2 Interlink Networks
3.2.1 Interlink Networks RAD-Series RADIUS Server
3.2.2 Interlink Networks RAD-Series RADIUS Servers
3.2.3 Interlink Networks Roles of the RAD-Series RADIUS Servers
3.2.4 Interlink Networks Diameter Server Solutions Complements RAD-Series
Authentication Authorization, and Accounting (AAA) RADIUS Server
3.2.5 Interlink Networks Radius Server Performance
3.2.6 Interlink Networks AAA RADIUS Server
3.2.7 Interlink Wireless LAN
3.2.8 Interlink Networks Securing Hotspots With RADIUS
3.2.9 Interlink Networks Extensible Authentication Protocol (EAP)
3.2.10 Interlink Networks WPA Security in a Hotspot Architecture
3.2.11 Interlink Networks Securing Hotspots With RADIUS
3.2.12 Interlink Networks Extensible Authentication Protocol (EAP)
3.2.13 Interlink Networks WPA Security in a Hotspot Architecture
3.3 Cisco Systems
3.3.1 Integrate Access Control, Enforce Network Access Policy
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3.3.2 Cisco® Secure Access Control Server (ACS)
3.3.3 Cisco Secure ACS Features and Benefits
3.3.4 Cisco Diameter Protocol
3.4 Funk Software Enterprise Solution Description
3.5 Funk Software
3.5.1 Funk Software Steel-Belted Radius
3.5.2 Funk Software Steel-Belted Radius v5.0
3.5.3 Funk Software Steel-Belted Radius Functions
3.5.4 Funk Software Steel-Belted Radius Allows Administrators To Centralize The
Authentication Of All Users
3.5.5 Funk Software 802.1X-Based Infrastructure
3.5.6 Funk Software Steel-Belted Radius Features and Functionality
3.5.7 Funk Software Steel-Belted Radius for Linux
3.5.8 Funk Software Steel-Belted Radius
3.5.9 Funk Software Odyssey
3.5.10 Funk Software Endpoint Assurance
3.5.11 Funk Software Carrier and ISP RADIUS/AAA Solutions
3.5.12 Funk Software Solutions
3.6 IBM Diameter Derived From RADIUS
3.6.1 IBM WebSphere Diameter Component
3.6.2 IBM WebSphere Diameter Enabler Base
3.6.3 IBM Diameter Applications Web Services
3.6.4 IBM AIX Radius Server
3.7 IEA Software
3.7.1 Emerald RadiusNT & RadiusX
3.7.2 Emerald Professional Edition Features and Benefits
3.7.3 Emerald Enterprise Edition Features and Benefits
3.7.4 Emerald Management Suite
3.7.5 IEA Software Emerald Suite
3.8 Juniper Networks Diameter Base Platform
3.8.1 Juniper Radius/Diameter Translation
3.8.2 Juniper IMS AAA Server Protocol Translation for Requests
3.8.3 Juniper Networks Diameter Base Platform
3.8.4 Juniper Diameter-Based Network
3.8.5 Juniper AAA Server
3.8.6 Juniper Networks Policy Control, Identity Management & Multi-Layer Security

3.9 ALEPO
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3.9.1 Alepo Reliability and Radius Server Scalability
3.9.2 Alepo Platforms
3.9.3 Alepo Web-based Administration
3.9.4 Alepo Support for RADIUS RFCs
3.9.5 Alepo Smart RADIUS Servers
3.9.6 Alepo All-in-one RADIUS server
3.9.7 Alepo Complete RADIUS Billing and CRM
3.10 Alcatel-Lucent AAA Radius / Diameter
3.10.1 Alcatel-Lucent AAA Radius IPSec Client Software
3.11 ActivCard AAA Server
3.11.1 Actividentity ATRESS AAA Server for Remote Access
3.11.2 Actividentity ATRESS AAA Server Strong Authentication Solutions
3.11.3 Activldentity Authentication for Remote Access
3.11.4 Activldentity Gemalto Solutions
3.12 AdvancedVolP Pvt Advanced RADIUS Server
3.12.1 Advanced VolIP Billing System ARS
3.13 Blue Ridge Networks
3.13.1 Blue Ridge VPN Client
3.14 Ericsson Access Solutions
3.14.1 Ericsson’s Revenue Management Solutions
3.14.2 Ericsson’s User Management
3.15 Fujitsu WIMAX Solutions
3.16 Huawei Technology
3.16.1 Huawei Multiple Service Edge Router (MSR) AAA function
3.17 Nortel Secure Network Access Switch Series
3.17.1 Nortel Application Server
3.18 Parwan Electronics (PEC)
3.18.1 Parwan Electronics Web And CGI Application Server
3.18.2 Parwan Electronics Billing Server Module CardSaver
3.18.3 Parwan Electronics Website Store Front
3.19 Rodopi Software
3.19.1 Rodopi Broadband Wireless Solutions
3.19.2 Rodopi Billing and Provisioning for Broadband Wireless / WIMAX Access
Networks
3.19.3 Rodopi Billing And Provisioning for Public WiFi and Hot Spots
3.19.4 Rodopi Converged IP Billing & Provisioning
3.20 Aradial Technologies

3.21 NEC
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3.21.1 NEC Electronic Signature and Validation plus AAA Services
3.21.2 NEC Voice Path Security

4. AAA RADIUS AND DIAMETER SERVER TECHNOLOGY

4.1 AAA and Diameter
4.1.1 Diameter Nodes And Agents
4.1.2 Diameter Message Is The Base Unit To Send A Command
4.2 Alepo's Radius Server RFCs
4.3 AAA and Network Security for Mobile Access: Radius, Diameter, IPSec, PKI and
Mobile IP
4.4 User Need To Access Diverse Computing Resources From Remote Locations
4.4.1 AAA Process
4.5 Radius in the Hotspot
4.5.1 Key Success Factors When Implementing WPA In A Large-Scale, Public-Access
Wireless Network
4.5.2 802.11x Device Connection To The WLAN
4.6 Bandwidth Management
4.6.1 Airlink Encryption
4.7 Accounting and Billing
4.8 Visitor Access To Websites
4.8.1 Zero Configuration
4.9 Wireless Network Technologies
4.9.1 Packet Bursting
4.9.2 Fast Frames
4.9.3 Hardware Compression and Encryption
4.9.4 Multi-Channel Bonding
4.9.5 Select Mode
4.9.6 Connecting To Multiple ISPs
4.9.7 Cisco Aironet WLAN Architecture
4.10 Business Center Technology
4.10.1 Multi-Service Access Platform
4.10.2 Deployment Tailored To The Local Regulatory Constraints
4.10.3 IEEE 802.11 and IEEE 802.1X
4.10.4 Wi-Fi Compliance
4.10.5 802.16d Non-Line-of-Site Point-to-Multipoint
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4.10.6 802.16x
4.10.7 WEP
4.10.8 WHQL
4.10.9 WPA Compliance
4.10.10 LEAP
4.10.11 Cisco Pre-standard TKIP
4.10.12 PEAP with EAP-GTC Support
4.10.13 Quality of Service (QoS)
4.10.14 Fast 802.1X Reauthentication
4.10.15 Radio Environment Reporting
4.10.16 Access Point Specified Maximum Transmit Power
4.10.17 WLAN Frequency Bands
4.11 WIMAX Forum™ Multi-Access Broadband Strategy
4.11.1 WiMax Technology
4.12 GPRS Wireless Technology Standard
4.12.1 Wireless Packet Radio Services Technology
4.12.2 GPRS Support Nodes
4.12.3 PacketGSM Technology
4.12.4 GPRS Changing The Operator Business Environment
4.12.5 Nokia GPRS Core Solution
4.13 Medical Uses of Wi-Fi RFID
4.13.1 Proprietary Wi-Fi Based RFID Tags
4.13.2 RFID Hospital Transport Services
4.13.3 InfiniBand
4.13.4 InfiniBand (IB) Fabric Topology
4.13.5 Infiniband High-Performance Interconnect
4.13.6 10-Gigabit Ethernet

5. AAA RADIUS AND DIAMETER COMPANY PROFILES

5.1 Actividentity
5.1.1 Activldentity Worldwide Locations
5.1.2 Actividentity Customers
5.1.3 Actividentity Partners and Industry Affiliations
5.1.4 Activldentity Revenue
5.2 Advanced VolIP Pvt Ltd
5.3 Envoy Data Corporation / ActivCard
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5.7 Blue Ridge Networks
5.7.1 Blue Ridge Networks Secure Communications
5.7.2 Blue Ridge Secure Thin Client
5.7.3 Blue Ridge/Secure AppGuard
5.7.4 Blue Ridge Secure AppGuard Stops Zero-day Malware
5.7.5 Blue Ridge Applications Guarded by Default
5.8 Bluesocket
5.8.1 Bluesocket Positioned To Simplify WLAN and VolP Technology
5.8.2 Bluesocket Voice Ready WLAN
5.8.3 Bluesocket Edge-to-Edge architecture
5.8.4 Bluesocket Ready for Fixed Mobile Convergence
5.8.5 Bluesocket Wireless LAN Solutions Seamless Enterprise Mobility
5.9 Bridgewater Systems
5.9.1 Bridgewater Systems Rapid Deployment
5.9.2 Bridgewater Systems Carrier-Class Rapid Deployment
5.9.3 Bridgewater Systems Customers
5.9.4 Bridgewater Systems Revenue
5.9.5 Bridgewater Systems Financial Review
5.9.6 Bridgewater Partners
5.9.7 Bridgewater Systems Regional Analysis
5.10 Cisco
5.10.1 Cisco Systems Acquires Meetinghouse Data Communications
5.10.2 Cisco / Meetinghouse
5.11 Ericsson
5.12 Fujitsu
5.12.1 Fujitsu OSS/NOS
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5.14 Gemalto
5.15 Huawei Technology
5.15.1 Huawei Next Generation Broadband Access Network
5.15.2 Huawei's Next Generation Broadband Access Network (NG-BAN) Solution
5.15.3 Huawei Intelligent Terminals
5.15.4 Huawei Broadband Multi-Service Access Devices
5.15.5 Huawei Service Requirements
5.16 IEA Software
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