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Abstracts

As long as nations rely on computer networks as a foundation for military and economic

power, and as long as such computer networks are accessible from the outside, they

are at risk. Hackers can steal information, issue phony commands to information

systems (causing them to malfunction) and inject phony information (leading people and

machines to reach false conclusions and make bad (or no) decisions). System

vulnerabilities persist largely because of the gap between defensive theory and

common practice.

This new report examines, analyzes and predicts the evolution of technologies, markets

and outlays (expenditures) for offensive and defensive Cyber Weapons until 2026,

starting from 2016.

The report also examines each of these markets geographically, focusing on the top

95% of global markets (United States, Europe and Asia).

Furthermore, the report examines broad Cyber Weapons technologies in each of these

areas:

Offensive Cyber Weapons:

Distributed Denial of Service (DDoS)

Penetration driven assault

Reverse rules attack
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Worms and Viruses

Defensive Cyber Weapons:

Anti-Distributed Denial of Service (DDoS) Attack

Anti-Penetration Driven Assault

Anti-Reverse Rules Attack

Anti-Virus

WHO IS THIS REPORT FOR?

If you have anything do with Cyber Technologies, this report is a must, particularly if you

are one of the following:

Business Leaders & Business Developers

Cyber Weapons Vendors

Policy Makers, Anlysts and Planners

MULTIPLE SCENARIOS

To provide a truly comprehensive coverage and analysis, this report examines three

different scenarios:

Scenario I - Global Steady State - Regular Cyber Attacks by Hacktivist Groups

Scenario II - New Regional Conflict - Cyber-attack on US, Israel, Arab States,

EU and India carried out by Hostile Governments

Scenario III - Cloud Exploitation by Terrorist Groups
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Market Factors

Drivers

The Future of Multiple-Use Systems

Acquisition of Unique Capabilities

Reduced Capability Costs

Cost Effectiveness

Low Cost of Engagement

Inhibitors

Absence of a Mix of Offensive Cyber and High-Confidence Conventional

Capabilities

Difficulty to Affect Intelligence Collection of Adversarial Cyber Capabilities

Ignorance regarding the true impact of offensive cyber capabilities

Leading Companies in the Cyber Weapons Market

Offensive Cyber Weapons:

BAE Systems

Boeing

EADS Group

General Dynamics Corporation

Immunity Inc.
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Israel Aerospace Industries (IAI)

Lockheed Martin Corporation

Northrop Grumman Corporation

Vupen Security

Defensive Cyber Weapons:

AVG Technologies

Avast Software

Bull Guard Ltd.

F Secure Labs

Kaspersky Lab

Symantec Corporation

Trend Micro Inc.

Mandiant
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[%] - 2016, 2020 and 2026

Figure 69 - Scenario II - Defensive Cyber Weapons -Global Market Forecast by Region

by [$Billion] - 2016-2026

Figure 70 - Scenario II - Defensive Cyber Weapons - Global Market Share by Region by

[%] - 2016, 2020 and 2026

Figure 71 - Scenario III - Defensive Cyber Weapons -Global Market Forecast by Region

by [$Billion] - 2016-2026

Figure 72 - Scenario III - Defensive Cyber Weapons - Global Market Share by Region

by [%] - 2016, 2020 and 2026

Figure 73 - Scenario I - Defensive Cyber Weapons Global Market Forecast by [$Billion]

- 2016-2026

Figure 74 - Anti-Distributed Denial of Service (DDoS) - Scenario I Market Forecast by

Region by [$Billion] - 2016-2026

Figure 75 - Anti-Penetration Driven Assault - Scenario I Market Forecast by Region by

[$Billion] - 2016-2026

Figure 76 - Anti-Reverse Rules Attack - Scenario I Market Forecast by Region by

[$Billion] - 2016-2026

Figure 77 - Anti-Worms and Viruses - Scenario I Market Forecast by Region by [$Billion]

- 2016-2026

Figure 78 - Scenario II - Defensive Cyber Weapons Global Market Forecast by Anti-
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Threat Technology by [$Billion] - 2016-2026

Figure 79 - Anti-Distributed Denial of Service (DDoS) -
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