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This report analyzes the worldwide markets for Data Center Security in US$ Million. The
report provides separate comprehensive analytics for the US, Canada, Japan, Europe,
Asia-Pacific, Latin America, and Rest of World. Annual estimates and forecasts are
provided for the period 2014 through 2020. Also, a four-year historic analysis is
provided for these markets. Market data and analytics are derived from primary and
secondary research. Company profiles are primarily based on public domain information
including company URLSs. The report profiles 41 companies including many key and
niche players such as -

Check Point Software Technologies LTD.
Cisco Systems, Inc.

Citrix Systems, Inc.

Dell Inc.

EMC Corporation
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[. INTRODUCTION, METHODOLOGY & PRODUCT DEFINITIONS

Study Reliability and Reporting Limitations
Disclaimers

Data Interpretation & Reporting Level
Quantitative Techniques & Analytics
Product Definitions and Scope of Study

[I. EXECUTIVE SUMMARY
1. INDUSTRY OVERVIEW

Data Centers: Information ‘Powerhouses’ for Modern Day Organizations

What Makes Datacenters Vulnerable to Security Risks?

Datacenter Security: A Prelude

“Security” Spirals to the Spotlight in Modern Blended Datacenters

Enterprises Step Up Datacenter Security Investments

Private Enterprises: Top Spenders On Datacenter Security

Changing Datacenter Traffic Patterns Highlight the Need for More Robust Security
Solutions

Rise in Inter DC & East-West Traffic & the Ensuing Data Trombone Effect Drive the
Need for Advanced Security Solutions

Bottlenecks With Data Hair Pinning Inspires Innovation in Newer Security Solutions
Data Center Security Market: Fairly Resilient to Periods of Economic Slowdown
Market Outlook

2. NOTEWORTHY MARKET TRENDS, GROWTH DRIVERS & ISSUES
Number & Magnitude of Datacenter Security Breaches Continue to Grow Fuelling

Growth in Demand for Datacenter Security

Table 1. Spurt in Datacenter Breaches Throws the Focus Squarely on Datacenter
Security Solutions: Breakdown of the Number of Reported Data Breaches Worldwide by
Industry for the Year 2015 (includes corresponding Graph/Chart)

Table 2. Top Reported Cases of Data Breaches Worldwide (2014): Breakdown of the
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Estimated Loss (in US$ Million) by Company (includes corresponding Graph/Chart)

Rising Adoption of Virtualization & Cloud Computing Spurs Growth of Datacenter
Security Solutions

Table 3. Surging Penetration of Virtualization Accelerates the Need for Securing East-
West (VM to VM) Data Traffic: Penetration (in %) of Virtualization Technology and
Average Number of Virtual Servers Per Host (x:1) in Select Countries for the Year 2015
(includes corresponding Graph/Chart)

Table 4. Increased Spending On Public Cloud Services Spurs Drives Up Inter-DC
Traffic & Expands the Addressable Opportunity for Advanced Adaptive DC Security
Solutions: Global Market for Public Cloud Computing Services (in US$ Million) by
Geographic Region for the Years 2015 & 2020 (includes corresponding Graph/Chart)

Steady Growth in Third-Party Data Center Establishments Drives Opportunities for Data
Center Security Market
Rise in Co-Location Datacenters Bodes Well for Market Growth

Table 5. Rise of Colocation Data Center Spurs Opportunities for Data Center Security
Deployment: Percentage (%) Distribution of Colocation Data Centers Worldwide by
Region for the Year 2014 (includes corresponding Graph/Chart)

Emerging Software-Defined Data Centers to Drive Growth Prospects

Public Cloud Data Centers More Prone to Cyber Attacks — To Drive Strong Growth
Prospects for Data Center Security

Mega Data Center Sprawl Fuels Growth for Data Center Security Solutions
Logical Data Center Security Market Scores Over Physical Data Center Security
Solutions & Services

Table 6. Global Market for Data Center Security Solutions & Services - Percentage
Share Breakdown of Market Value by Type - Physical Data Center Security Solutions &
Services and Logical Data Center Security Solutions & Services for Years 2015 & 2020
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(includes corresponding Graph/Chart)

Table 7. Global Market for Logical Data Center Security Solutions & Services -
Percentage Share Breakdown of Market Value by Sub-Category - Data Protection,
Threat Management & Application Security Software and Other Solutions & Services for
Years 2015 (includes corresponding Graph/Chart)

Security Services — Fast Growing Opportunity

Managed Security Services Gains Rapid Traction

Cloud Based Data Center Security Services to Grow in Prominence

Stringent Regulatory Compliance Requirements Drive Growth in Data Center Security
Market

Health Insurance Portability and Accountability Act (HIPAA):

Sarbanes-Oxley (SOX) Act

Payment Card Industry Data Security Standard (PCI DSS):

Enterprise Sector — Major Revenue Contributor to Data Center Security market
Banking and Financial Sector — Review of Key Opportunities for Data Center Security
Healthcare Sector Warms Upto Data Center Security

Small and Mid-Sized Businesses — A Lucrative Market Segment

Growing Sophistication & Complexity of Security Threats Increases Need for Advanced
Data Center Security Solutions & Services

The Critical Need for Lower Latency Data Center Security Solutions Spurs Growth in
the Data Center Security Market

Developed Markets Lead from the Front, While Developing Markets Prove to be
Hotspots for Growth

3. PRODUCT OVERVIEW

Data Center Security — An Introduction

A Look at Common Security Concerns for Data Centers
Physical Damages to Data Centers from External Attacks
Unauthorized Entry into Data Centers

Hacking & Unauthorized Remote Access

Data Theft/Losses

Malware

Distributed Denial of Service Attacks

Web Application Attacks

DNS Infrastructure Exploits
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SSL-Induced Security Blind Spots

Weak Authentication and Brute Force Attacks

Damages Caused by Security Breaches

Disruption in Operations

Malicious Use of Data Center Infrastructure & Stolen Data

Proprietary Information Destruction

Data/Application Damage or Corruption

Types of Internal IT Security Breaches in Organizations - Ranked in the Order of
Frequency of Occurrence

Types of External Security Breaches in Organizations - Ranked in the Order of
Frequency of Occurrence

Classification of Data Center Security Solutions & Services

Physical Data Center Security Solutions

Logical Data Center Security Solutions

Data Center Security Services

Prerequisites of Effective Data Center Security Solution

Provide Comprehensive Web Application Security

Identify and Control DDOS Attacks

Distinctively Detect Rouge Actors with High Accuracy with Minimal False Positives
Distinctively Identify Rouge Actors While Going Beyond IP Address

Prevent the Identified Rouge Actor from Entering the Network Itself

4. PRODUCT INTRODUCTIONS

vArmour Unveils vArmour Invited Partners Program

Trend Micro Rolls Out Trend Micro Deep Security on Microsoft's Azure Online Store
vArmour Introduces Free Version of vVArmour DSS-V Distributed Security System
Cisco to Exhibit Virtualization, Cloud and Open IP Technologies Based Video Solutions
Fortinet Introduces partner Ecosystem and Security Framework to Secure SDN data
Center and Cloud Environments

vArmour Unveils it's Product Strategy for Data Center Security

Symantec Unveils New Range of Data Center Security Products

ManageEngine Launches Network and Data Center Security Solution

vArmour Introduces New Data Center Security Solution

Check Point Introduces 13800 and 21800 Appliances to Expand its Data Center
Security Portfolio

Check Point Introduces 41000 - High Performance Security System

Fortinet Introduces FortiGate-1500D Enterprise Firewall

FireEye Launches FireEye Data Center Security Solution
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Check Point Introduces 13500 High-Performance Data Center Security Appliance
Juniper Rolls Out Junos Spot Light Worldwide Attacker Intelligence Service and Next
Generation Data Center Security Solutions

Fortinet Introduces FortiGate-3700D Data Center Firewall Appliance

McAfee Introduces New Edition of its Data Center Security Solution

Trend Micro Upgrades its Cloud and Data Center Security Solution

Fortinet Introduces Advanced FortiGate 5001C Security Blade for Performance
Intensive Applications

5. RECENT INDUSTRY ACTIVITY

Active Network Deploys VMware’s Unified Platform

Swisscom Selects Fortinet Security Solutions to Protect Data Center Infrastructure
Check Point Extends Partnership with Vmware to Deliver Software Defined Data Center
Solution

vArmour Collaborates with Nutanix to Provide Comprehensive Security for Private
Cloud Environments

Canon Set to Take Over Axis Communications

Fortinet Secures Membership in the Vmware NSX Partner Eco-system

vArmour Inks Distribution Agreement with Hitachi

Facebook Buys Out PrivateCore to Effectively Secure Its Data Centers

Akamai Buys Out Prolexic to Shield Customers from DDOS attacks

Methode Data Center Technologies Collaborates with Norlix to Provide Comprehensive
Data Center management and Security Solution

Trend Micro Partners with VMware to Protect Virtualized Data Center Environments
Trend Micro Upgrades Channel Program to Enhance Accessibility to its Cloud and Data
Center Security solution

Datal02 Data Center Collaborates with Cisco to Upgrade Security Measures

6. FOCUS ON SELECT PLAYERS

Check Point Software Technologies LTD. (Israel)
Cisco Systems, Inc (USA)

Citrix Systems, Inc. (USA)

Dell Inc. (USA)

EMC Corporation (USA)

Fortinet, Inc (USA)

Honeywell Building Solutions (USA)

Juniper Networks, Inc. (USA)
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McAfee, Inc (USA)
Siemens AG. (Germany)
Trend Micro, Inc. (Japan)
VMware, Inc. (USA)

7. GLOBAL MARKET PERSPECTIVE

Table 8. World Recent Past, Current & Future Analysis for Data Center Security by
Geographic Region/Country - US, Canada, Japan, Europe, Asia-Pacific, Latin America
and Rest of World Markets Independently Analyzed with Annual Revenue Figures in
US$ Million for Years 2014 through 2020 (includes corresponding Graph/Chart)

Table 9. World Historic Review for Data Center Security by Geographic Region/Country
- US, Canada, Japan, Europe, Asia-Pacific, Latin America and Rest of World Markets
Independently Analyzed with Annual Revenue Figures in US$ Million for Years 2010
through 2013 (includes corresponding Graph/Chart)

Table 10. World 11-Year Perspective for Data Center Security by Geographic
Region/Country - Percentage Breakdown of Revenue for US, Canada, Japan, Europe,
Asia-Pacific, Latin America and Rest of World Markets for Years 2010, 2015 & 2020
(includes corresponding Graph/Chart)

lll. MARKET
1. THE UNITED STATES

A. Market Analysis

Huge Opportunities for Data Center Security Solutions & Services in Enterprise Sector —
A Review

GRAMM-LEACH-BLILEY ACT (GLBA) Governs Data Security in Financial Services
Industry

Regulatory Scenario Fuels Market Growth for Data Center Security in HealthCare
Sector

Product Launches

Strategic Corporate Developments

Key Players

B. Market Analytics
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Table 11. US Recent Past, Current & Future Analysis for Data Center Security Market
Analyzed with Annual Revenue Figures in US$ Million for Years 2014 through 2020
(includes corresponding Graph/Chart)

Table 12. US Historic Review for Data Center Security Market Analyzed with Annual
Revenue Figures in US$ Million for Years 2010 through 2013 (includes corresponding
Graph/Chart)

2. CANADA

A. Market Analysis
Strategic Corporate Development
B. Market Analytics

Table 13. Canadian Recent Past, Current & Future Analysis for Data Center Security
Market Analyzed with Annual Revenue Figures in US$ Million for Years 2014 through
2020 (includes corresponding Graph/Chart)

Table 14. Canadian Historic Review for Data Center Security Market Analyzed with
Annual Revenue Figures in US$ Million for Years 2010 through 2013 (includes
corresponding Graph/Chart)

3. JAPAN

A. Market Analysis

Product Launches

Strategic Corporate Developments

Trend Micro, Inc.: A Key Japanese Player
B. Market Analytics

Table 15. Japanese Recent Past, Current & Future Analysis for Data Center Security
Market Analyzed with Annual Revenue Figures in US$ Million for Years 2014 through
2020 (includes corresponding Graph/Chart)

Table 16. Japanese Historic Review for Data Center Security Market Analyzed with
Annual Revenue Figures in US$ Million for Years 2010 through 2013 (includes
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corresponding Graph/Chart)
4. EUROPE

Market Analysis

Table 17. European Recent Past, Current & Future Analysis for Data Center Security by
Geographic Region/Country - France, Germany, Italy, UK, Spain, Russia, and Rest of
Europe Markets Independently Analyzed with Annual Revenue Figures in US$ Million
for Years 2014 through 2020 (includes corresponding Graph/Chart)

Table 18. European Historic Review for Data Center Security by Geographic
Region/Country - France, Germany, Italy, UK, Spain, Russia, and Rest of Europe
Markets Independently Analyzed with Annual Revenue Figures in US$ Million for Years
2010 through 2013 (includes corresponding Graph/Chart)

Table 19. European 11-Year Perspective for Data Center Security by Geographic
Region/ Country - Percentage Breakdown of Revenue for France, Germany, Italy, UK,
Spain, Russia, and Rest of Europe Markets for Years 2010, 2015 & 2020 (includes
corresponding Graph/Chart)

4A. FRANCE

Market Analysis

Table 20. French Recent Past, Current & Future Analysis for Data Center Security
Market Analyzed with Annual Revenue Figures in US$ Million for Years 2014 through
2020 (includes corresponding Graph/Chart)

Table 21. French Historic Review for Data Center Security Market Analyzed with
Annual Revenue Figures in US$ Million for Years 2010 through 2013 (includes
corresponding Graph/Chart)

4B. GERMANY

A. Market Analysis
Product Launch
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Siemens AG. — A Key German Player
B. Market Analytics

Table 22. German Recent Past, Current & Future Analysis for Data Center Security
Market Analyzed with Annual Revenue Figures in US$ Million for Years 2014 through
2020 (includes corresponding Graph/Chart)

Table 23. German Historic Review for Data Center Security Market Analyzed with
Annual Revenue Figures in US$ Million for Years 2010 through 2013 (includes
corresponding Graph/Chart)

4C. ITALY

Market Analysis

Table 24. Italian Recent Past, Current & Future Analysis for Data Center Security
Market Analyzed with Annual Revenue Figures in US$ Million for Years 2014 through
2020 (includes corresponding Graph/Chart)

Table 25. Italian Historic Review for Data Center Security Market Analyzed with Annual
Revenue Figures in US$ Million for Years 2010 through 2013 (includes corresponding
Graph/Chart)

4D. THE UNITED KINGDOM

Market Analysis

Table 26. The UK Recent Past, Current & Future Analysis for Data Center Security
Market Analyzed with Annual Revenue Figures in US$ Million for Years 2014 through
2020 (includes corresponding Graph/Chart)

Table 27. The UK Historic Review for Data Center Security Market Analyzed with
Annual Revenue Figures in US$ Million for Years 2010 through 2013 (includes
corresponding Graph/Chart)

4E. SPAIN

Data Center Security: Market Research Report


https://marketpublishers.com/report/technologies_electronics/telecommunications/data-center-security-market-research-report.html

. +44 20 8123 2220
Market Publishers info@marketpublishers.com

Market Analysis

Table 28. Spanish Recent Past, Current & Future Analysis for Data Center Security
Market Analyzed with Annual Revenue Figures in US$ Million for Years 2014 through
2020 (includes corresponding Graph/Chart)

Table 29. Spanish Historic Review for Data Center Security Market Analyzed with
Annual Revenue Figures in US$ Million for Years 2010 through 2013 (includes
corresponding Graph/Chart)

4F. RUSSIA

Market Analysis

Table 30. Russian Recent Past, Current & Future Analysis for Data Center Security
Market Analyzed with Annual Revenue Figures in US$ Million for Years 2014 through
2020 (includes corresponding Graph/Chart)

Table 31. Russian Historic Review for Data Center Security Market Analyzed with
Annual Revenue Figures in US$ Million for Years 2010 through 2013 (includes
corresponding Graph/Chart)

4G. REST OF EUROPE

A. Market Analysis
Strategic Corporate Development
B. Market Analytics

Table 32. Rest of Europe Recent Past, Current & Future Analysis for Data Center
Security Market Analyzed with Annual Revenue Figures in US$ Million for Years 2014
through 2020 (includes corresponding Graph/Chart)

Table 33. Rest of Europe Historic Review for Data Center Security Market Analyzed
with Annual Revenue Figures in US$ Million for Years 2010 through 2013 (includes
corresponding Graph/Chart)
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5. ASIA-PACIFIC

Market Analysis

Table 34. Asia-Pacific Recent Past, Current & Future Analysis for Data Center Security
by Geographic Region/Country - China, India, South Korea and Rest of Asia-Pacific
Markets Independently Analyzed with Annual Revenue Figures in US$ Million for Years
2014 through 2020 (includes corresponding Graph/Chart)

Table 35. Asia-Pacific Historic Review for Data Center Security by Geographic
Region/Country - China, India, South Korea and Rest of Asia-Pacific Markets
Independently Analyzed with Annual Revenue Figures in US$ Million for Years 2010
through 2013 (includes corresponding Graph/Chart)

Table 36. Asia-Pacific 11-Year Perspective for Data Center Security by Geographic
Region/Country - Percentage Breakdown of Revenue for China, India, South Korea and
Rest of Asia-Pacific Markets for Years 2010, 2015 & 2020 (includes corresponding
Graph/Chart)

5A. CHINA

Market Analysis

Table 37. Chinese Recent Past, Current & Future Analysis for Data Center Security
Market Analyzed with Annual Revenue Figures in US$ Million for Years 2014 through
2020 (includes corresponding Graph/Chart)

Table 38. Chinese Historic Review for Data Center Security Market Analyzed with
Annual Revenue Figures in US$ Million for Years 2010 through 2013 (includes
corresponding Graph/Chart)

5B. INDIA

A. Market Analysis

Growth in the Overall Data Center Market Favors Market for Data Center Security
B. Market Analytics
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Table 39. Indian Recent Past, Current & Future Analysis for Data Center Security
Market Analyzed with Annual Revenue Figures in US$ Million for Years 2014 through
2020 (includes corresponding Graph/Chart)

Table 40. Indian Historic Review for Data Center Security Market Analyzed with Annual
Revenue Figures in US$ Million for Years 2010 through 2013 (includes corresponding
Graph/Chart)

5C. SOUTH KOREA

Market Analysis

Table 41. South Korean Recent Past, Current & Future Analysis for Data Center
Security Market Analyzed with Annual Revenue Figures in US$ Million for Years 2014
through 2020 (includes corresponding Graph/Chart)

Table 42. South Korean Historic Review for Data Center Security Market Analyzed with
Annual Revenue Figures in US$ Million for Years 2010 through 2013 (includes
corresponding Graph/Chart)

5D. REST OF ASIA-PACIFIC

Market Analysis

Table 43. Rest of Asia-Pacific Recent Past, Current & Future Analysis for Data Center
Security Market Analyzed with Annual Revenue Figures in US$ Million for Years 2014
through 2020 (includes corresponding Graph/Chart)

Table 44. Rest of Asia-Pacific Historic Review for Data Center Security Market
Analyzed with Annual Revenue Figures in US$ Million for Years 2010 through 2013
(includes corresponding Graph/Chart)

6. LATIN AMERICA

Market Analysis
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Table 45. Latin American Recent Past, Current & Future Analysis for Data Center
Security by Geographic Region/Country - Brazil and Rest of Latin America Markets
Independently Analyzed with Annual Revenue Figures in US$ Million for Years 2014
through 2020 (includes corresponding Graph/Chart)

Table 46. Latin American Historic Review for Data Center Security by Geographic
Region/Country - Brazil and Rest of Latin America Markets Independently Analyzed with
Annual Revenue Figures in US$ Million for Years 2010 through 2013 (includes
corresponding Graph/Chart)

Table 47. Latin American 11-Year Perspective for Data Center Security by Geographic
Region/ Country - Percentage Breakdown of Revenue for Brazil and Rest of Latin
America Markets for Years 2010, 2015 & 2020 (includes corresponding Graph/Chart)

6A. BRAZIL

Market Analysis

Table 48. Brazilian Recent Past, Current & Future Analysis for Data Center Security
Market Analyzed with Annual Revenue Figures in US$ Million for Years 2014 through
2020 (includes corresponding Graph/Chart)

Table 49. Brazilian Historic Review for Data Center Security Market Analyzed with
Annual Revenue Figures in US$ Million for Years 2010 through 2013 (includes
corresponding Graph/Chart)

6B. REST OF LATIN AMERICA

Market Analysis

Table 50. Rest of Latin America Recent Past, Current & Future Analysis for Data Center
Security Market Analyzed with Annual Revenue Figures in US$ Million for Years 2014
through 2020 (includes corresponding Graph/Chart)

Table 51. Rest of Latin America Historic Review for Data Center Security Market
Analyzed with Annual Revenue Figures in US$ Million for Years 2010 through 2013
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(includes corresponding Graph/Chart)
7. REST OF WORLD

A. Market Analysis

Product Launches

Strategic Corporate Development

Check Point Software Technologies Ltd. - An Israeli Key Player
B. Market Analytics

Table 52. Rest of World Recent Past, Current & Future Analysis for Data Center
Security Market Analyzed with Annual Revenue Figures in US$ Million for Years 2014
through 2020 (includes corresponding Graph/Chart)

Table 53. Rest of World Historic Review for Data Center Security Market Analyzed with
Annual Revenue Figures in US$ Million for Years 2010 through 2013 (includes
corresponding Graph/Chart)

IV. COMPETITIVE LANDSCAPE

Total Companies Profiled: 41 (including Divisions/Subsidiaries - 45)
The United States (37)
Europe (3)
Germany (1)
Rest of Europe (2)
Asia-Pacific (Excluding Japan) (2)
Middle East (3)
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