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Part of the “The Mobile Device & Network Security Bible”, this report presents in-depth
assessment of the global mobile device security market. The report focuses on the
following two submarkets:
Mobile Device Client Security Software:
Anti-Malware/Anti-Virus Client Software
Back Up & Restore Software
Privacy Protection Software
Mobile VPN Client Software
Remote Locking Software
Remote Tracking Software
Encrypted Communications (Voice/Data) Software
Encrypted Storage Software
Mobile Device Security Hardware:

Semiconductors/Embedded Chip Security

NFC
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Biometrics

In addition to covering key market drivers, challenges, future roadmap, value chain
analysis, deployment case studies and vendor service/product strategies for several
individual submarkets, the report also presents comprehensive forecasts for the mobile
device and network security market from 2013 till 2020. Historical revenue figures for
2010 — 2012 are also presented. The forecasts and historical revenue figures are
individually segmented for four submarkets, 17 product/service categories, six
geographical regions and 34 countries.

The report comes with an associated Excel datasheet covering quantitative data from all
figures presented within the report.
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2 CHAPTER 2: AN OVERVIEW OF THE MOBILE DEVICE & NETWORK SECURITY
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2.3.4 Vendor Landscape: Key Characteristics
2.4 Mobile Device Client Security Software

2.4.1 Overview

2.4.2 What Constitutes this Submarket?

2.4.3 Value Chain

2.4.4 Vendor Landscape: Key Characteristics
2.5 Mobile Device Security Hardware

2.5.1 Overview

2.5.2 What Constitutes this Submarket?

2.5.3 Value Chain
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3.2.4 Features
3.2.5 Key Market Drivers
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3.2.6 Key Market Challenges
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4.3.1 Introduction
4.3.2 How Does Mobile Privacy Protection Software Work?
4.3.3 Key Market Drivers
4.3.3.1 Proliferation of Mobile User Information
4.3.3.2 Monitoring & Regulating Access to Personal Data
4.3.4 Key Market Challenges
4.3.4.1 Ambiguity of Functionality & Software Bundling
4.3.4.2 Lack of Commercial Instigation
4.3.5 Recent Innovations and Developments
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4.4.1 Introduction
4.4.2 How Mobile VPN Works?
4.4.3 Key Market Drivers
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4.4.3.2 Bypassing Restrictions
4.4.4 Key Market Challenges
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4.4.4.2 Interoperability
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4.4.6 Recent Innovations and Developments
4.4.6.1 Case Study: Inside Secure
4.5 Remote Locking Software
4.5.1 Introduction
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4.6.1 Introduction
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4.6.6 Recent Innovations and Developments
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4.8.1 Introduction
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5 CHAPTER 5: MOBILE DEVICE SECURITY HARDWARE
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5.1.3.6 Management of Mobile Payments
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Figure 79: Mobile Device & Network Security Revenue in the Rest of Latin & Central
America: 2010 - 2020 ($ Million)

Figure 80: Middle East & Africa Mobile Device & Network Security Revenue: 2010 -
2020 ($ Million)

Figure 81: Middle East & Africa Mobile Device & Network Security Revenue by
Submarket: 2010 - 2020 ($ Million)

Figure 82: Middle East & Africa Mobile Network Infrastructure Security Software &
Appliances Revenue: 2010 - 2020 ($ Million)

Figure 83: Middle East & Africa Mobile Device Client Security Software Revenue: 2010 -
2020 ($ Million)

Figure 84: Middle East & Africa Mobile Device Security Hardware Revenue: 2010 -
2020 ($ Million)

Figure 85: Middle East & Africa Mobile Security & MDM Services Revenue: 2010 - 2020
($ Million)

Figure 86: Middle East & Africa Mobile Device & Network Security Revenue by Country:
2010 - 2020 ($ Million)

Figure 87: South Africa Mobile Device & Network Security Revenue: 2010 - 2020 ($
Million)

Figure 88: UAE Mobile Device & Network Security Revenue: 2010 - 2020 ($ Million)
Figure 89: Qatar Mobile Device & Network Security Revenue: 2010 - 2020 ($ Million)
Figure 90: Saudi Arabia Mobile Device & Network Security Revenue: 2010 - 2020 ($
Million)
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Figure 91: Israel Mobile Device & Network Security Revenue: 2010 - 2020 ($ Million)
Figure 92: Mobile Device & Network Security Revenue in the Rest of the Middle East &
Africa: 2010 - 2020 ($ Million)

Figure 93: North America Mobile Device & Network Security Revenue: 2010 - 2020 ($
Million)

Figure 94: North America Mobile Device & Network Security Revenue by Submarket:
2010 - 2020 ($ Million)

Figure 95: North America Mobile Network Infrastructure Security Software & Appliances
Revenue: 2010 - 2020 ($ Million)

Figure 96: North America Mobile Device Client Security Software Revenue: 2010 - 2020

($ Million)

Figure 97: North America Mobile Device Security Hardware Revenue: 2010 - 2020 ($
Million)

Figure 98: North America Mobile Security & MDM Services Revenue: 2010 - 2020 ($
Million)

Figure 99: North America Mobile Device & Network Security Revenue by Country: 2010
- 2020 ($ Million)

Figure 100: USA Mobile Device & Network Security Revenue: 2010 - 2020 ($ Million)
Figure 101: Canada Mobile Device & Network Security Revenue: 2010 - 2020 ($ Million)
Figure 102: Western Europe Mobile Device & Network Security Revenue: 2010 - 2020
($ Million)

Figure 103: Western Europe Mobile Device & Network Security Revenue by Submarket:
2010 - 2020 ($ Million)

Figure 104: Western Europe Mobile Network Infrastructure Security Software &
Appliances Revenue: 2010 - 2020 ($ Million)

Figure 105: Western Europe Mobile Device Client Security Software Revenue: 2010 -
2020 ($ Million)

Figure 106: Western Europe Mobile Device Security Hardware Revenue: 2010 - 2020 ($
Million)

Figure 107: Western Europe Mobile Security & MDM Services Revenue: 2010 - 2020 ($
Million)

Figure 108: Western Europe Mobile Device & Network Security Revenue by Country:
2010 - 2020 ($ Million)

Figure 109: Denmark Mobile Device & Network Security Revenue: 2010 - 2020 ($
Million)

Figure 110: Finland Mobile Device & Network Security Revenue: 2010 - 2020 ($ Million)
Figure 111: France Mobile Device & Network Security Revenue: 2010 - 2020 ($ Million)
Figure 112: Germany Mobile Device & Network Security Revenue: 2010 - 2020 ($
Million)
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Figure 113: Italy Mobile Device & Network Security Revenue: 2010 - 2020 ($ Million)
Figure 114: Spain Mobile Device & Network Security Revenue: 2010 - 2020 ($ Million)
Figure 115: Sweden Mobile Device & Network Security Revenue: 2010 - 2020 ($
Million)

Figure 116: Norway Mobile Device & Network Security Revenue: 2010 - 2020 ($ Million)
Figure 117: UK Mobile Device & Network Security Revenue: 2010 - 2020 ($ Million)
Figure 118: Mobile Device & Network Security Revenue in the Rest of Western Europe:
2010 - 2020 ($ Million)

COMPANIES MENTIONED

3M COGENT, AAP3 INC, ACCELOPS, ACCUVANT, ACTIANCE, ADAPTIVEMOBILE,
ADTRAN, AEP, AFORE, AHNLAB, AIRWATCH, AKAMAI, ALCATEL-LUCENT, ALERT
LOGIC, AMAZON, AMERICAN PORTWELL TECHNOLOGY, AMTEL, ANAM,
ANDRISOFT, ANTIY, ANYWR, APPBLADE, APPLE, APPRIVER, ARBOR
NETWORKS, ARRAY NETWORKS, ARXCEO, ASUS, AT&T, AUTHENTEC,
AVANQUEST, AVAST, AVG TECHNOLOGIES N.V, AVIRA, AV-TEST, AXIOM
TELECOM, BARRACUDA NETWORKS, BARRIER GROUP, BAYOMETRIC, BEIJING
VENUSTECH, BELGACOM, BIRDSTEP TECHNOLOGY, BITDEFENDER, BLOOVE,
BLUE COAT, BLUECAT NETWORKS, BLUEFIRE, BOXTONE, BROADCOMM,
BROADWEB CORPORATION, BROCADE, BULLGUARD, CA TECHNOLOGIES,
CALYPTIX SECURITY CORPORATION, CAPITA, CDW CORPORATION, CELESTIX
NETWORKS, CELLCRYPT, CELLEBRITE, CELLULIKE, CELLUSYS, CENTRIFY,
CHECKPOINT SOFTWARE TECHNOLOGIES, CHINA MOBILE, CHINA UNICOM,
CIPHERCLOUD, CISCO SYSTEMS, CITRIX, CLAVISTER, CLOUD SECURITY
ALLIANCE, CLOUDLOCK, CLOUDMARK, COLUMBITECH, COMCAST,
COMMTOUCH, COMMUNITAKE, COMODO, CORE SECURITY TECHNOLOGIES,
CORERO, CORISECIO, CREDANT, CROSS MATCH TECHNOLOGIES,
CRUCIALTEC, CRYPTZONE, CYBERA, CYBEROAM, DAMBALLA, DATAVIZ, DELL,
DELL SECUREWORKS, DELL SONICWALL, DEUTSCHE TELEKOM, DEVICELOCK,
DHILL, DIALOGS, DIGITAL DEFENSE, D-LINK CORPORATION, DR. WEB,
ECHOWORX, EDGEWAVE, EEYE DIGITAL SECURITY, ELISA, EMC, ENTERASYS,
ENTRUST, ERICSSON, ESET, ESOFT, EUROPEAN NETWORK AND INFORMATION
SECURITY AGENCY (ENISA), EXCITOR, EYEVERIFY, F5 NETWORKS, FACEBOOK,
FANCYFON, FFIEC, FIBERLINK, FIREHOST, FIXMO, FORESCOUT, FORTINET,
FOUNDATION, F-SECURE, FUJITSU, FULCRUM BIOMETERICS, FUTURA
MOBILITY, GATEPROTECT, GEMALTO, GENBAND, GENIENRM, GET SAFE
ONLINE, GIGAMON, GLOBAL DATAGUARD, GLOBAL TECHNOLOGY
ASSOCIATES, GLOBALPLATFORM, GMSK, GOOD TECHNOLOGY, GOOGLE, GTA,
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HEWLETT PACKARD (HP), HITACHI, HTC, HUAWEI, HYTRUST, IBM, IBOSS,
IMATION, IMPERVA, INFINEON, INNOPATH SOFTWARE, INSIDE SECURE, INTEL,
INTRUSION, INC., IRIS ID, ISACA, ISS, JUNIPER NETWORKS, KASPERSKY LAB,
KERIO TECHNOLOGIES, KINDSIGHT, KOOLSPAN, KORE TELEMATICS, KOREA
TELECOM (KT), KPN, LAYER 7, LEVEL PLATFORMS, LG, LIONIC, LOOKOUT,
MAHNDRA COMVIVA, MANAGEENGINE, MANDIANT, MARIGOLD, MARBLE
SECURITY (FORMERLY IRONKEY), MCAFEE, MFORMATION, MICROSOFT,
MICROWORLD, MOBICAL, MOBILE ACTIVE DEFENSE, MOBILE APPLICATION
DEVELOPMENT PARTNERS, MOBILE IDEA STUDIO, MOBILEHOME, MOBILEIRON,
MOBILESPACES, MOCANA, MOTOROLA, MOTOROLA SOLUTIONS, MSPY,
NARUS, NATIONAL INSTITUTE OF STANDARDS AND TECHNOLOGY (NIST), NCP
ENGINEERING GMBH, NETASQ, NETGEAR, NETMOTION, NEVIS NETWORKS,
NEXUSSAFE, NFC FORUM, NOKIA, NOKIA SOLUTIONS AND NETWORKS (NSN),
NOMINUM, NORTH CAROLINA STATE UNIVERSITY, NORTHWESTERN
UNIVERSITY, NORTON, NQ MOBILE, NTT DOCOMO, NXP, OATH, ODYSSEY
SOFTWARE, OKTA, OPTENET, OPTIO LABS, ORACLE, ORANGE (FRANCE
TELECOM), PALM, PALO ALTO NETWORKS, PANASONIC, PANDA SECURITY,
PANTECH, PERSPECSYS, PGP UNIVERSAL, PHILIPS, PHONE ON MAP, PINEAPP,
PING IDENTITY, POINTSEC, PROLEXIC, PROOFPOINT, PROTEI, QUALCOMM,
QUALYS, QUICKHEAL, RADWARE, RBI, RENESAS, RERWARE, RIM, RIOREY, RSA,
SAFENET, SAFRAN, SAMSUNG ELECTRONICS, SANDISK, SAP, SECPOINT,
SECUNIA, SECURITAS, SECURSTAR, SHAREPOINT, SILENT CIRCLE, SILVERSKY,
SK TELECOM, SKYHIGH TELECOM, SMITHMICRO SOFTWARE, SMOOTHWALL
LTD, SOFTWARE SECURITY SOLUTIONS, SONY, SOPHQOS, SOTI, SOURCEFIRE,
SPANSION, SPYCHEST, SRA INTERNATIONAL, STEALTH GENIE, STILLSECURE,
STMICROELECTRONICS, STONESOFT, SUN MICROSYSTEMS, SUPERVALU,
SYBASE, SYMANTEC, SYMPLIFIED, SYMSOFT, TARMAC, TEKELEC (ORACLE),
TELECOMMUNICATIONS INDUSTRY ASSOCIATION (TIA), TELEFONICA,
TELENOR, TELIASONERA, TELIT, TELSTRA, TENABLE, THALES, THALES E-
SECURITY, THE TRUSTED COMPUTING GROUP (TCG), TIGERTEXT, T-MOBILE,
TOTAL DEFENSE, TREND MICRO, TRITON, TRUST DIGITAL, TRUSTEER,
TRUSTGO, TRUSTLOOK, TRUSTWAVE, TURKCELL, UMU, UNTANGLE, VALIMO,
VELIQ, VERACODE, VERISIGN, VERIZON, VERIZON WIRELESS, VODAFONE,
VOLTAGE SECURITY, VORMETRIC, WATCHGUARD TECHNOLOGIES, WAVELINK,
WEBROOT, WEBSENSE, ZENPRISE (NOW CITRIX), ZSCALER, ZTE, ZYXEL
COMMUNICATIONS.

COUNTIRES COVERED
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Afghanistan, Albania, Algeria, Andorra, Angola, Anguilla, Antigua & Barbuda, Argentina,
Armenia, Aruba, Australia, Austria, Azerbaijan, Bahamas, Bahrain, Bangladesh,
Barbados, Belarus, Belgium, Belize, Benin, Bermuda, Bhutan, Bolivia, Bosnia
Herzegovina, Botswana, Brazil, British Virgin Islands, Brunei, Bulgaria, Burkina Faso,
Burundi, Cambodia, Cameroon, Canada, Cape Verde, Cayman Islands, Central African
Republic, Chad, Chile, China, Cocos Islands, Colombia, Comoros Islands, Congo, Cook
Islands, Costa Rica, Cote d'lvoire, Croatia, Cuba, Cyprus, Czech Republic, Democratic
Rep of Congo (ex-Zaire), Denmark, Djibouti, Dominica, Dominican Republic, East
Timor, Ecuador, Egypt, El Salvador, Equatorial Guinea, Eritrea, Estonia, Ethiopia, Faroe
Islands, Federated States of Micronesia, Fiji, Finland, France, French Guiana, French
Polynesia (ex-Tahiti), French West Indies, Gabon, Gambia, Georgia, Germany, Ghana,
Gibraltar, Greece, Greenland, Grenada, Guam, Guatemala, Guernsey, Guinea
Republic, Guinea-Bissau, Guyana, Haiti, Honduras, Hong Kong, Hungary, Iceland,
India, Indonesia, Iran, Iraq, Ireland, Isle of Man, Israel, Italy, Jamaica, Japan, Jersey,
Jordan, Kazakhstan, Kenya, Kirghizstan, Kiribati, Korea, Kosovo, Kuwait, Laos, Latvia,
Lebanon, Lesotho, Liberia, Libya, Liechtenstein, Lithuania, Luxembourg, Macau,
Macedonia, Madagascar, Malawi, Malaysia, Maldives, Mali, Malta, Marshall Islands,
Mauritania, Mauritius, Mayotte, Mexico, Moldova, Monaco, Mongolia, Montenegro,
Montserrat, Morocco, Mozambique, Myanmar, Namibia, Nepal, Netherlands,
Netherlands Antilles, New Caledonia, New Zealand, Nicaragua, Niger, Nigeria, Niue,
North Korea, Northern Marianas, Norway, Oman, Pakistan, Palau, Palestine, Panama,
Papua New Guinea, Paraguay, Peru, Philippines, Poland, Portugal, Puerto Rico, Qatar,
Reunion, Romania, Russia, Rwanda, Samoa, Samoa (American), Sao Tome &
Principe, Saudi Arabia, Senegal, Serbia, Seychelles, Sierra Leone, Singapore, Slovak
Republic, Slovenia, Solomon Islands, Somalia, South Africa, Spain, Sri Lanka, St Kitts &
Nevis, St Lucia, St Vincent & The Grenadines, Sudan, Suriname, Swaziland, Sweden,
Switzerland, Syria, Tajikistan, Taiwan, Tanzania, Thailand, Togo, Tonga, Trinidad &
Tobago, Tunisia, Turkey, Turkmenistan, Turks & Caicos Islands, UAE, Uganda, UK,
Ukraine, Uruguay, US Virgin Islands, USA, Uzbekistan, Vanuatu, Venezuela, Vietnam,
Yemen, Zambia, Zimbabwe
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With nearly 7 Million mobile connections worldwide, mobile devices have become the
most powerful end appliance market in the consumer electronics industry. Mobile
networks around the globe generate more than 50 Exabytes of traffic annually. The
immense volume of traffic together with the growing adoption of open source Operating
System (OS) platforms such as Android has opened up new security threats. Mobile
malware, SMS spam, cyber attacks and unlawful eavesdropping are an ever-increasing
problem for enterprises, consumers and mobile network operators around the globe.

Enterprises and mobile network operators have thus invested significantly in integrated
security appliances and content security gateways, while the installation of Anti-
Malware/Anti-Virus client software is fast becoming a de-facto requirement for most
smartphones and tablets.

On the device hardware front, emerging security sensitive opportunities such as mobile
payments are compelling device OEMs to integrate advanced biometrics such as
fingerprint sensing into their smartphones and tablets.

Mobile Device Management (MDM) services providers are also eyeing on opportunities
for cloud based mobile security services that extend existing enterprise security policies
to mobile devices to help secure data, reduce risk andprotect the enterprise. This has
created a new submarket for Mobile Security as a Service (SEaaS).

Driven by the thriving ecosystem, SNS Research estimates that mobile device and
network security investments will account for nearly $9 Billion in 2013 alone. The market
is further expected to grow at a CAGR of nearly 21% over the next 7 years. This report
presents in-depth assessment of the global mobile device and network security market,
and covers four individual submarkets. In addition to covering key market drivers,
challenges, future roadmap, value chain analysis, deployment case studies and vendor
service/product strategies for each submarket, the report also presents comprehensive
forecasts for the mobile device and network security market from 2013 till 2020.
Historical revenue figures for 2010 — 2012 are also presented. The forecasts and
historical revenue figures are individually segmented for four submarkets, 17
product/service categories, six geographical regions and 34 countries.
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